**Customize this template based on objectives to meet exercise needs**

 [EXERCISE NAME]

[EXERCISE DATE]

Risk Management
Operations-Based Exercise Evaluation Guide (EEG) Analysis Form

Evaluator Name/Location:

Phone #: 

	Risk Management

	Relevant Exercise Objectives

	· 
	· 


Develop Risk Framework

	Plan Ref
	Task
	Metric
	Yes
	No
	Time

	[Name, Pg/Sec#]
	Ensure senior leadership communicates in writing the risk framework and intent to use risk analysis to all stakeholders.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Develop actionable risk management strategy with short-, medium-, and long-term objectives.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Develop risk analysis and risk management plans and procedures.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Develop standards and guidelines to guide risk assessment activities.


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Develop and implement risk analysis training programs for State, local, and private entities.


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Conduct training in modeling and the use of analytical tools.


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Conduct risk management training for security, response, and recovery managers.


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Develop and implement programs to assess changes in risk and effectiveness of risk management.


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Develop system for collecting and sharing lessons learned regarding risk management.


	[From plan]
	
	
	


	Activity Analysis

	Observations (Each bullet will need a completed After Action Report [AAR] input form.)

	Strengths

· 

	Areas for Improvement
· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Assess Risks

	Plan Ref
	Task
	Metric
	Yes
	No
	Time

	[Name, Pg/Sec#]
	Conduct criticality analysis (also known as screening) to identify potential targets.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Conduct vulnerability assessments to assess vulnerability of potential targets to identified threats. 



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Conduct consequence analysis of critical assets.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Conduct threat assessment of potential targets.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Conduct or obtain intelligence community threat/hazard analysis through State or local Interagency Working Groups (Joint Terrorism Task Force) to identify threats to potential targets.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Obtain intelligence reporting and the receipt of threat data through the U.S. Department of Homeland Security (DHS) Homeland Infrastructure Threat and Risk Analysis Center (HITRAC).



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Calculate risk to potential targets based on threat, vulnerability, and consequence.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Establish relative order of priorities for risk mitigation among risk portfolio.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Conduct response and recovery capabilities analysis to determine capability to respond to and recover from the occurrence of identified risks.



	[From plan]
	
	
	


	Activity Analysis

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement
· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Prioritize Risks

	Plan Ref
	Task
	Metric
	Yes
	No
	Time

	[Name, Pg/Sec#]
	Identify potential protection, prevention, and mitigation strategies for high-risk targets.



	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Prioritize identified strategies by risk reduction expected outcomes appreciating the various threats, vulnerabilities, and consequences that affect that community, system, or asset.



	[From plan]
	
	
	


	Activity Analysis

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement
· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Develop Business Case

	Plan Ref
	Task
	Metric
	Yes
	No
	Time

	[Name, Pg/Sec#]
	Develop or select methodology for cost-benefit/cost-effectiveness analysis of risk-reduction solutions. 


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Select risk-reduction solutions for implementation based on risk-reduction strategies. 


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Allocate resources to support risk-reduction solutions. 


	[From plan]
	
	
	


	Activity Analysis

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement
· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Manage Risk

	Plan Ref
	Task
	Metric
	Yes
	No
	Time

	[Name, Pg/Sec#]
	Manage the progress of solution implementation. 


	[From plan]
	
	
	

	[Name, Pg/Sec#]
	Undertake corrective actions. 


	[From plan]
	
	
	


	Activity Analysis

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement
· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Conduct Risk Communication

	Plan Ref
	Task
	Metric
	Yes
	No
	Time

	[Name, Pg/Sec#]
	Share the assessment of sector-specific infrastructure risk with interdependent entities within appropriate sectors. 


	[From plan]
	
	
	


	Activity Analysis

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement
· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 
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