**Customize this template based on objectives to meet exercise needs**

[EXERCISE NAME]

[EXERCISE DATE]

Critical Infrastructure Protection (CIP)
Discussion-Based Exercise Evaluation Guide (EEG) Analysis Form


Evaluator Name:

Phone/E-Mail: 

	Critical Infrastructure Protection (CIP) 

	Relevant Exercise Objectives

	· 
	· 


Develop and Maintain Plans, Procedures, Programs, and Systems 
	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Develop National Infrastructure Protection Plan (NIPP).


	
	

	[Name, Pg/Sec#]
	Establish a national CIP research and development program.



	
	

	[Name, Pg/Sec#]
	Develop sector-specific plans (SSPs).



	
	

	[Name, Pg/Sec#]
	Develop State and/or regional CIP plans.



	
	

	[Name, Pg/Sec#]
	Develop a national risk assessment methodology and standards for critical infrastructure/key resources (CI/KR).



	
	

	[Name, Pg/Sec#]
	Develop risk assessment tools.



	
	

	[Name, Pg/Sec#]
	Establish government coordinating councils (GCCs) for each sector.



	
	

	[Name, Pg/Sec#]
	Establish sector coordinating councils (SCCs) for each sector.



	
	

	[Name, Pg/Sec#]
	Coordinate development of standard guidelines for physical security programs.



	
	

	[Name, Pg/Sec#]
	Develop strategies and guidelines for cyber infrastructure protection.



	
	

	[Name, Pg/Sec#]
	Develop strategies and guidelines for protection of infrastructure personnel.



	
	

	[Name, Pg/Sec#]
	Define a sector-specific list of infrastructure assets, systems, networks, and functions.



	
	

	[Name, Pg/Sec#]
	Develop sector-specific security goals.



	
	

	[Name, Pg/Sec#]
	Develop national metrics to measure progress and to assess effectiveness of the national CI/KR protection program.



	
	

	[Name, Pg/Sec#]
	Develop sector-specific metrics to measure progress and to assess effectiveness of the sector-specific CI/KR protection programs.



	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________


	Are personnel trained to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________


	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________



	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________


	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed After Action Report [AAR] input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Develop and Maintain Training and Exercise Programs 
	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Develop and implement risk and vulnerability assessment training.



	
	

	[Name, Pg/Sec#]
	Develop a system to “Red Team” CIP measures and technology. 



	
	

	[Name, Pg/Sec#]
	Develop and conduct exercise programs to test CI/KR protection plans.



	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel trained to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________



	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________



	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Coordinate and Manage Critical Infrastructure Protection (CIP)
	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Operate public-private partnerships for CIP activities.



	
	

	[Name, Pg/Sec#]
	Operate sector-specific GCCs.



	
	

	[Name, Pg/Sec#]
	Operate sector-specific SCCs.



	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________


	Are personnel trained to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________


	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________


	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________


	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Identify Critical Infrastructure/Key Resources (CI/KR) 
	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Develop selection criteria to identify CI/KR. 


	
	

	[Name, Pg/Sec#]
	Identify CI/KR within the Nation, region, State, or local area. 


	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________


	Are personnel trained to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________


	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________


	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________


	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Assess Risks 
	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Conduct a consequence analysis to determine which assets, systems, networks, and functions are high consequence and therefore require risk assessment. 


	
	

	[Name, Pg/Sec#]
	Conduct vulnerability assessments on high-consequence assets, systems, networks, and functions. 


	
	

	[Name, Pg/Sec#]
	Conduct detailed threat assessments on high-consequence assets, systems, networks, and functions. 


	
	

	[Name, Pg/Sec#]
	Determine risk profiles of high-consequence assets, systems, networks, and functions. 


	
	

	[Name, Pg/Sec#]
	Conduct an interdependency analysis to determine the relationship of risks within and across sectors. 


	
	

	[Name, Pg/Sec#]
	Share the assessment of sector-specific infrastructure risk with interdependent entities within appropriate sectors. 


	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________


	Are personnel trained to perform these tasks?

________________________________________________________________________________
________________________________________________________________________________


	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________


	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________


	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Prioritize 

	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Prioritize high-risk CI/KR for consideration of protective measures. 


	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel trained to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________



	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________



	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Protect 

	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Develop and implement surge capacity plans to increase CIP capacity during a crisis. 


	
	

	[Name, Pg/Sec#]
	Implement surge capacity plans to increase CIP protection during a crisis. 


	
	

	[Name, Pg/Sec#]
	Develop protective programs and plans to reduce the general level of risk for the highest risk CI/KR. 


	
	

	[Name, Pg/Sec#]
	Develop protective programs and plans to respond to and recover from specific threat-initiated actions. 


	
	

	[Name, Pg/Sec#]
	Implement programs to defend and devalue physical CI/KR. 


	
	

	[Name, Pg/Sec#]
	Implement programs to defend and devalue physical CI/KR. 


	
	

	[Name, Pg/Sec#]
	Implement detection measures such as inspection surveillance, employee monitoring, and security counterintelligence. 


	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel trained to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________



	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________



	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 






Measure Effectiveness 

	Plan Reference
	Task
	Task Discussed
	Not Discussed

	[Name, Pg/Sec#]
	Collect national metrics data. 


	
	

	[Name, Pg/Sec#]
	Analyze national metrics data. 


	
	

	[Name, Pg/Sec#]
	Collect sector-specific metrics data. 


	
	

	[Name, Pg/Sec#]
	Analyze sector-specific metrics data. 


	
	


	Task Analysis

	Are personnel identified to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel trained to perform these tasks?

________________________________________________________________________________

________________________________________________________________________________



	Are personnel equipped to perform these tasks? If so, how will resources be obtained?

________________________________________________________________________________

________________________________________________________________________________



	What key decisions would need to be made? Who would make them?

________________________________________________________________________________

________________________________________________________________________________



	Activity Analysis
	Yes
	No

	Did discussions validate the plan? 
	
	

	Were participants knowledgeable of plan elements?
	
	

	Did participants adequately address how to accomplish this activity?
	
	

	Observations (Each bullet will need a completed AAR input form.)

	Strengths

· 

	Areas for Improvement

· Root Cause

· Root Cause

· Root Cause

	Additional Observations: 
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